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Abstract: Digitalization and automation contribute to increasing the efficiency and productivity of human resources 
and the competitiveness of small and medium-sized enterprises (SMEs). The success of digitalization depends on the 
digital skills of employees and on the ability of companies to implement digital technologies in practice. Thanks to 
digital technologies, companies and employees can automate processes, effectively plan, manage, control, analyze and 
quickly access data and information in real time. On the other hand, digital transformation brings risks in the form of 
cyber threats aimed at stealing data, passwords and violating company security. Systematic and effective employee 
training is becoming very important, which guarantees a smooth transition of SMEs to digital transformation and 
automation and increasing cybersecurity. 
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SUMMARY 
 
Digitalization and automation of processes are becoming an everyday part of the individual and the company, the 
employee and the employer, both internally and in connection with the external environment: with various institutions, 
government, customers or suppliers and contribute to increasing the efficiency and productivity of human resources 
and the competitiveness of small and medium-sized enterprises. Companies can use a variety of software, modules and 
tools for better and more efficient planning of corporate resources and automation of processes that increase the 
efficiency and productivity of employees. Small and medium-sized enterprises can work with a huge amount of data 
and information, share it, control and analyze it in real time. Processes are optimized, performance is increased, errors 
are reduced and work productivity increases. However, with the advent of digitalization, the threat of cyber threats and 
attacks is increasing in order to obtain sensitive information, such as access passwords, databases or personal data. 
Therefore, continuous and systematic training of employees and regular software, moduls and licenses updates are 
important in order to increase cyber security and data protection in small and medium-sized enterprises. 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


