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THE PROTECTION OF PERSONAL DATA IN CONTEXT NEW SLOV AK LEGAL ACT

Daniela NOVACKOVA

Abstract

The data protection ranks among the fundamentditsigand freedoms guaranteed by the Constitutioth®fSlovak
Republic. The processing of personal data of iddials forms part of the labor relations. It is nesary in all
processing operations that employers ensure theegtion of personal data of their employees onr¢yiired level and
that they would not provide information on persodata without the consent of involved person. Tigsis analyses
the Slovak legal regulation of personal data prétec with regard to the obligations of the emplayéo protect the
personal data of their employees. The employerhbliged within the framework of fulfiiment of légdbligations in
relation to various state authorities (social setpauthority tax authorities) and other entities firocess personal data
of the employees. The result of the analysis isttigaprotection of personal data of individualsSlovakia is ensured at
a high level and complies with the European stadslar

Key words
Data protection, fundamental righight to be forgottenindependent authority

JEL Classification: F66, M15, L86

Introduction of their rights. At the same time, it provides desa
responsibility for the data processors to ensuee th
,ravailability, integrity and reliability of informain
systems and to protect sensitive personal data from
loss, damage, theft, modification and destruction.

Personal data protection represents the new area o
law that has come to the attention starting fror0k9
in connection with technical and technological
development. At the initiative of international
organizations, States begun to adopt systemic Goal and Methodology
measures to protect personal data. The MembersState
of the Council of Europe adopted Convention for the
Protection of Individuals with regard to Automatic
Processing of Personal Data. This Convention is the
first binding international instrument which proigc
the individual against abuses which may accompany
the collection and processing of personal data. The
aim of this Convention is to regulate the crossdbor
flow of personal data (Council of Europe (1981)eTh

Slovak Republic acceded to this Convention and is . :
; : effort has been to clarify the notion of personafag
bound by it. In Slovakia the Law No. 428/2002 Coll. freedom of flow of personal data and to compose the

?hnethgafrzoégcz:“;): doif[ ESQSSQSL Zﬁgisgviseﬁﬂc’pst:\?e'rr;lcatalogue of rights connected with the personah dat
y q y protection. The basic theory on the protection of

times amended. It was one of the duties stemming personal data has its origin in international

Lrgﬂtﬁheinprti%argﬂfon ;ZL tziié?]emk')rehreShll_%v(v)f I\Trc])e conventions of international organizations andemel
y P ' " provisions. In order to get the general overviehe t

122/2013 Coll. on the Protection of Personal Data . ; .
. specific example of the violation of the personatad
abolished the Law No. 428/2002. Further to the protection is also provided. In this scientific dguve

Pnevélzt\e/;ﬁinad?% li%'\/svlalf';vr\} ONfothiSIIEZLg](.)g eélQ”Un(ljcr)]n use the general methods, in particular descriptibn
Protection of Personal Data aﬁd on Changiﬁg and facts, 'analysis, synthes?s, d.educt.ion'qnd induction
Amending of other acts was adopted in the year 2016 Covering of the Issue in this S(",'Ie.ntlfIC studyl was
The Slovak legal regulation strengthens the rigtits precede_d bY the high quality heuristics of the_ .
individuals and provides the effective and funcéilon EU legislation as well as the Slovak legislation.
Among the basic information sources used in the

means that will ensure their right to be mfor_mb(_bw: scientific study, rank in particularly the EU legal
their personal data and enable more effective eseerc

The aim of this scientific study is to point outth
significance and importance of personal data
protection having in mind in particular the factth
the right for personal data protection rank amdrey t
fundamental rights and freedoms. Having regard to
the extent of the given problematics the compasitio
and choice of individual parts of this scientifitdy
have been made from general to concrete facts. The
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regulation, explanatory report to the Law on the in performing their activities belonging to the rieof
Protection of Personal Data, scientific reports, the EU law.

decisions of the courts and internet sources. With  The Declaration no. 21. on the protection of
regard to the fact that the Law on the Protectibn 0 personal data in the fields of judicial cooperation
Personal Data contains more than 100 articles, only criminal matters and police cooperation also forms
provisions relating directly to individuals were part of the Treaty on the Functioning of the Eugope

analyzed. Union. According to this declaratiaoihe Conference
acknowledges that specific rules on the protectbn
Findings personal data and the free movement of such data in

the fields of judicial cooperation in criminal mets
] o and police cooperation based on Article 16 of the
The Europe Strategy 2020 introduced the Digital Treaty on the Functioning of the European Union may

Agenda for Europe as one of seven flagship nroye necessary because of the specific nature of
initiatives. The creating the digital single market ihese fields.

forms part of the digital agenda. It essentiallyaéds
removing national barriers to transactions thatetak
place online. It builds on the concept of the commo
market, intended to eliminate trade barriers betwee
Member States. The rise of the digital agenda also
involves the protection of personal data and the
introduction of secure measures related to thestean

of data to other states. Findings of this theseis ar
positive, because under the influence of European
Union law, a new Law on the Protection of Personal
Data covering the processing and protection of
personal data has been adopted, thereby ensueng th
adequate protection of fundamental rights to pgivac
At the same time, we have pointed out the

In Charter of Fundametal Rights of the European
Union the protection of personal data is enshrimed
its article 8 as the autonomous right separated and
different from the right to respect the privateelifh
expressed in its article 7. (OJ EU C 83.30.3.2010)
Article 8(2) and (3) Charter of Fundamental Rigbfs
the European Union specifies that such data must be
processed fairly for specified purposes and on the
basis of the consent of the person concerned oesom
other legitimate basis laid down by law, that every
has the right of access to data which have been
collected concerning him or her and the right tosda
the data rectified, and that compliance with these

responsibility of the Slovak Republic for the rules is to be subject to control by an independent

fulfilment of its rights stemming from its membesh authonty(.p.ara 69, In Case (:_'13_1/12) _

in the European Union, which is stipulated in its N addition to the regulation in the primary law of
Accession Treaty to the EU as well as in Article 7 the EU the secondary legal acts adopted by the EU
paragraph 2 of the Slovak Constitution. It is the institutions are of significant importance, mainly:
obligation to transpose the respective directivio in ~ Directive (EU) 2016/680 of the European Parliament
the internal legislation within the given deadlifitne and of the Council of 27 April 2016 on the protenti

directives are legally binding legal acts of the it of natural persons with regard to the processing of
have to be transposed by the Member States ag to th Personal data by competent authorities for the
goal they pursue. purposes of the prevention, investigation, detectio

prosecution of criminal offences or the executidn o
) ] criminal penalties, and on the free movement ohsuc
Discussion data, and repealing Council Framework Decision
2008/977/JHA(OJ L 119, 4.5.2006and Regulation
1.1 Legal framework protection of personal data of ~ (EU) 2016/679 of the European Parliament and of the
the EU Council of 27 April 2016 on the protection of natur
persons with regard to the processing of persaata d
. ) ) and on the free movement of such data (General Data
The protection of natural persons in relation ® th  p,otaction Regulation) (OJ EU L 119, 4.5.2016. $Th
processing of personal data represents the pirective (EU) 2016/680 in its Article 1 paragragh
fundamental right and it also forms part of théntitp imposes to the Member States the obligatioprétect
privacy of individuals. From the point of view diet the fundamental rights and freedoms of natural
EU law the problematic of the protection of perdona persons and in particular their right to the progec
data is regulated inarticle 16 paragraph 1 of the ot personal data. Regulation 2016/679 provides
Treaty on the functioning of the European Union (OJ jngividuals with rights that are enforceable bydeg
EU C 83.30.3.32010). The provision of this article remedies, it specifies data processing obligations

enables adopting the rules on the protection of gherators in the EU institutions, bodies, offices a
individuals as regards the processing of persoat d agencies.

by institutions, bodies, offices and agencies ef U
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1.2 Slovak legislation on the protection of persona
data

Further to the obligation of the Slovak Republic to
transpose directives into its domestic legal systam
Directive 2016/680has been transposed into the
Slovak legal system, more specifically into the Law
on Personal Data Protection of 2018. This Law is
implemented in accordance with thBegulation
2016/679.This legal regulation applies to the personal
data processing by the competent authorities in
fulfillment their rights in criminal proceedingsThe
law does not apply to the processing of persona da
by natural persons for their own use in the contéxt
their domestic activities (e.g. personal diary,speal

correspondence, or diary management, or creating a

photo album).

In the Slovak legal order the protection of persona
data that ranks among fundamental rights and
freedoms guaranteed by the Constitution of the &dov
Republic. According to article 19 paragraphs 2 and
of the Constitution of the Slovak Repubkweryone
has the right to protection against unauthorized
interference in private and family life as well as
against unauthorized collection, publication, ohet
misuse of personal datAccording to article 16 of the
Constitution of the Slovak Republic the inviolatyili
of the person and its privacy is guaranteed witée t
inviolability of privacy in connection with the wheo
personal sphere of private life is meant, and mby o
limited to the dwellings and what is happening bdhi
the doors of people’s houses or apartments.

The conditions of personal data processing in the
labor law relations are regulated by the Labor Casle
well as the Law on Personal Data Protection.

For the purpose of labour relations, including the
application of related rights and obligations (e.g.
social insurance, health insurance, calculation of
travel allowances, calculation of wages, employer's
liability for the health of an employee in the foh
an accident at work or occupational disease, #te.)
processing the personal data is regulated either in
Labour Code (Law No. 311/2001 Coll.), or in other
special laws (for example in the Law on Safety and
Protection of Health at Work, Law on Public Health
Protection).

In article 2 of the Law on Personal Data Protection
the notion of personal data is clearly definedonfr
factual point of view the term "personal data" refe
data that relate to an identified or identifiabkgtural
person, i.e. determined or determinable, directly o
indirectly. From the point of view of the protecatiof
personal data the ,determinability of natural pafso
is understood such situation, when it is possible t

identify the person on the basis of one or several
available data.

Personal data can be in the concrete situation for
example: title, name and surname, address of
domicile, date of birth, birth number, data on hzal
concrete tattoo, localization data, online ideetifietc.
(article 2 of the Law). The notion of personal data
includes data providing any kind of information
related to individual in processing his or her peed
data in the information system, without limitatioas
to the content of the personal data that are psecks
At the same time it extends the range in additmn t
the mentioned personal information (e.g. name and
surname) to the new type of data, such as IP agldres
or cookies files.

The Law on the Personal Data Protection
differentiates in broader context also the notions
genetic data and biometric data. Genetic data dhoul
be defined as personal data relating to the irdaor
acquired genetic characteristics of a natural perso
which result from the analysis of a biological séenp
from the natural person in question, in particular
chromosomal, deoxyribonucleic acid (DNA) or
ribonucleic acid (RNA) analysis, or from the anays
of another element enabling equivalent informatimn
be obtained (paragraph 34 of the Regulation
2016/679). Personal data concerning health should
include all data pertaining to the health statua data
subject which reveal information relating to thestpa
current or future physical or mental health stadfis
the data subject (paragraph 35 Regulation 2016/679)
On the basis of above mentioned these identifians c
be divided into three groups:

a) those we have been assigned to for general
identification — name and surname;

b) those we have inherently — fingerprints, fachAD

¢) those assigned to us for a particular purpoBéN-

of a payment card, address of domicil.
(Mastalka,2008, p.16)

Within the framework of European integration, we
quite often encounter the institute of free moveimen
related to the internal market of the EU. The Shova
legal regulation in article 4 provides for the friémwv
of personal data between the Slovak Republic aad th
Member States of the EU. The free flow of personal
data is also connected with the Digital Single Mark
that is one in which the free movement of goods,
persons, services and capital is ensured and where
individuals and businesses can seamlessly acceéss an
exercise online activities under conditions of fair
competition, and a high level of consumer and
personal data protection, irrespective of their
nationality or place of residence (A Digital Single
Market Strategy for Europe,2015) The Slovak
Republic has undertaken not to restrict or prohhmt
transfer of personal data in order to protect the
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fundamental rights of natural persons, in particula
their right to privacy in connection with the
processing of their personal data. Removing obestacl
to cross-border data flows is essential for a
competitive European data economiGabrielova,
2017)

The Law on the Personal Data Protection regulates
in its articles 6 to 13 the principles for processi
personal data that have the aim to respect the
fundamental rights and freedoms of involved persons
and to prevent infringement of right to privacy and
protection of human dignity or to prevent other
unlawful interference with the right to privacy. &h
processing of the personal data has to be leggimat
and legal (principle of legality, principle of libmg
purpose, principle of mineralization of personalaga
principle of correctness, principle of minimum
personal data retention, principle of integrity and
confidentiality). The purpose of the processing imus
be legitimate, and the chosen method or specific
technology with which the processing is to be
undertaken must be necessary for the legitimate
interest of the employer. The processing must héso
proportionate to the business needs, i.e. the parpb
is meant to address (Article 29 data protection
working party, 2017). The principles of fair and
transparent processing of data require that theoper
concerned is informed of the existence of procegssin
operation and of its purposes. The operator should
provide the concerned person with further inforomati
needed to ensure fair and transparent processiiig wh
all concrete requirements and the context of
processing of those data. If personal data arasirodd
from the concerned person, this person shouldtzso
informed whether or not to provide personal data an
the consequences if he does not provide the data.

The employer or other entitled subject is according
to article 13 paragraph 1 of the Law on the Pratact
of Personal Data entitled to process the perscaial d
on the basis of the content of the person concerned
The consent is the expression of free will of perso
and should be formulated in an understandable and
easily accessible form, clearly and simply. This
means, that obtaining consent is not possible under
coercion or under threat (refusal of future lablegal
relationship). If there are several different puag®
for which the personal data are being processed, th
consent should be given for all these purposes
separately and independently. The explanatory tepor
to the draft Law on the Protection of Personal Data
states, thathe form of written declaration including
the declaration through the electronic means orlora
declaration, is acceptable where other requirements
of the consent are mdexplanatory report of the draft
of Law 2018) The personal data may also be
processed without the consent of the person coadern

only on the basis of specific legal regulation, ehi
provides for such processing or on the basis of an
international treaty binding on the Slovak Republic

this context we can talk about specific cases of
personal data processing under the specific legal
regulations. It is important to state that empleyase
seldom in a position to freely give, refuse or tevo
consent, given the dependency that results from the
employer/employee relationship. (Article 29, data
protection working party,2017) The Law on the
Protection of Personal Data regulates also the
possibility in its article 14 paragraph 3, that ge¥son
concerned has the right at any time to withdrawohis
her consent to the processing of personal data. The
concerned person has to be informed about the
possibility of withdrawal prior to the providing éh
data. The act of revoking the consent requires grrop
administrative procedures.

The personal data can be obtained and processed
only for the purpose defined or stipulated by tfasvL
The article 16 paragraph 2 littera b) of the Lawttom
Protection of Personal data stipulates thadcessing
is necessary for the purpose of fulfilment and
performance of special rights of the operator or
concerned person in the field of labour law, law of
social security, social protection or public health
insurance according to the special law, internatibn
treaty binding on Slovakia or according to the
collective agreement, provided they contain adeguat
guarantees of the protection of fundamental rights
and interests (preventive occupational medicine,
providing health care, social insurance, etc.) The
scope and content of the processed personal data ha
to correspond with the purpose of the processirth an
has to comply with the condition of necessity of
achieving the purpose. The Law on the Protection of
Personal Data improves the legal status of conderne
persons, i.e. natural persons, by guaranteeing new
rights to them in connection with the processing of
personal data in the context of new technologies an
ways of their processing. The Law on the Pratect
of Personal Data explicitly stipulates

a) the right of access to personal data in article 21
This provision enables the person to obtain from
the operator the confirmation about the way of
the processing of personal data, i.e. the purpose,
scope and period of personal data retention, etc.
Information about the specific person can be
subject to lecture — and transfer to other state or
international organization. In such a case, the
concerned person has the right to be informed
about the protection of his/her personal data.

the right for rectification of personal data in
article 22. According to this provision the
operator is obliged to rectify the incorrectly
retained data about the person concerned. As a
result of incorrectly processed personal data, a

b)
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particular injury can be caused to the person articles 15 -20, which is directly applicable.
concerned. For this reason, it is important that th According to article 288 of the Treaty on the
operator to always process correct and up-to-date Functioning of the European Union a regulation Ishal
personal datgSee cas€-131/12) have general application. It shall be binding is it
c) the right to erasure of personal data in article 23 entirety and directhapplicablein all Member States.

(‘right to be forgotten’). The person has the right (OJ EU C 326, 26.10.2012). The regulation ensures
to delete the personal data relating to him or her the uniform application of the Union law in all
without undue delay. It explicitly provides for the Member States. At the same time, it prevents the
right of the person concerned to withdraw his or application of national provisions that are
her consent to the processing of personal data incompatible with its provisions.

without giving any reason, as well as the right to  The Law on the Protection of Personal Data in its
object to automatic processing and profiling, or if  article 30 provides for the limitation of rights tife
personal data are processed unlawfully. The person concerned. According to this provisionsit i
reason for erasure is the fulfilment of the possible to limit the rights of persons due to the
obligation under the Law on the Protection of protection and safety of the Slovak Republic, due t
Personal Data, a special regulation or an the protection of public order, the fulfillment tfsks
international treaty binding on the Slovak for the purposes of criminal proceedings, etc. hsr
Republic. In case of the personal data were the |egal possibility when the rights of individsiatan
disclosed, the operator will have to inform third pe restricted, however, such a restriction respiets
parties processing the data and inform them that fyndamental rights and represents a necessary and
the person concerned requests them to be gppropriate measure in a democratic society. The
removed, including the removal of links or other |imjtation of the rights of the concerned persosézh
references. The aim of this provision is 10 on the protection of natural security or the protec
increase the control of persons involved over the of public order relates to the information dutytbé
processing of their personal data. operator, the rights of concerned person, suches t
d) the right to restriction of processing of personal right to rectification, the right to erasure, rigit the
data in article 24. The processing of personal data |imitation of processing, the right to transferitjilof
is possible only if the processing of such data is gata, the right to object, the right to object the
legal and necessary to achieve the purpose, or if gytomated individual decision, including profilatjo

there is a legal claim, respectively. etc. (Explanatory Report to the draft Law)
e) the right to be notified on rectification or eresu

of personal data or restriction of processing of _ _
personal data in article 25. It is the respongjpili 1.3 Case study -Right to erasure and blocking of
of the operator to notify the recipient of the data — ‘Right to be forgotten’

rectification of his or her personal data, the

deletion of personal data or the limitation of the The internet has revolutionized our lives by

processing of personal data. removing technical and institutional barriers to
f) the right to data portability in article 26. In @erd  dissemination and reception of information, and has
to strengthen the control over its own personal created a platform for various information society
data, the concerned person in the case where theservices. (Jaaskinen,2013). In this context we have
processing of personal data is carried out by the take into account that the internet magnifies and
controller by automated means of processing, has facilitates in an unpreceded manner the disseroimati
the possibility to obtain the personal data s/fe ha  of information. (See case C-509/10) The legal ooder
provided to the operator in a structured and the European Union does not regulate explicitly the
interoperable format and to transfer it to another rights, obligations and a legal position of intdrne
operator, without the first operator to whom it has  search engine service providers. In this contegt th
been given would prevent or restrict it in any way notion ,processing of personal data“ can be clediifi
whatsoever. The rlght to data portablllty does not using the guote from the judgement of the Court of
apply to the processing of personal data justice of the EU in cadandqvistthat ‘the operation
necessary for the performance of a task carried of |oading personal data on an internet page mest b
out in the pUblIC interest or in the exercise of considered to be processing of persona| data (C-
official power entrusted to the operator. (articled 101/01, coll., p. I-12971, para 25 -29). The putilig
26 paragraph 2) of correct information in internet in the Googlexseh
This catalogue of rights related to the persontd da has also been the subject of the preliminary ruling
protection strengthens the fundamental rights of proceedings before the Court of Justice of the EU i
persons. We find it right, that these rights aspalet  caseMario Costeja Gonzalez v. Goog(€-131/12).
in the Regulation (EU) 2016/679, in particularlyits The Court of Justice has dealt with several questio
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within the framework of the proceedings held in
respect of the question posed by the Audiencia
Nacional:protection of individuals with regard to the
processing of such datagterritorial scope of
application, Charter of Fundamental Rights of the
European Union — Articles 7, 8, 11 and 16. Thedasi
issue with respect of the aim of this scientifigdst is

the question of publishing the accurate and relevan
information about persons. The information on the
auction of real estate was published in the newspap
in 1998 related to Mr. C. Gonzélez, who was the
debtor in the system of social security. This
information was later on published also on therirge
portal. After longer time Mr. Gonzalez accidentally
wrote his name to Google. To his big surprise,
Google's search results revealed information abigut
house auction for not paying to the social security

In the global world, the new technologies make arasi
the movement of persons, goods, capital, ideas and
personal data and there is a need of regulatigheat
national, European and international level. The
purpose of the new Law on the Protection of Pellsona
Data was, inter alia to achieve the complete
compliance of the national legal framework of
personal data protection with the relevant EU
legislation. With regard to the fact, that the new
legislation extended and clarified the individughts

of the concerned persons (right of rectificaticght

of cancellation, right to data transfer, right tmjext, it

is the duty of employers and other institutions to
respect that fact. In principle it is necessaryatth
everyone who processes personal data, is respensibl
for their processing and at the same him is obliged
inform regularly their correctness and relevance of

system. In 2009 he asked the newspaper publisher toprocessed data, and to ensure that they are updated

remove this information. At the same time, he
objected that this situation has been solved, shece
paid all his debts from the social security and his

The new legal regulation will also have the ecoromi
impacts for employers and entities that are pracgss
personal date, because they will have to invest

house was not confiscated. This fact, however, was substantial means to align the information systems

not published in the report of company Google en it
web site. The case became before the nationat, cour
which has posed the Court of Justice the prelinginar
questions under Article 267 TFEU. The result of the
proceedings was the judgement of the Court reddere
on 13 May 2014 from which it follows thatAs the
data subject may, in the light of his fundamenigihts
under Articles 7 and 8 of the Charter, request tinat
information in question no longer be made available
to the general public on account of its inclusion i
such a list of results, those rights override, asuke,

not only the economic interest of the operatorhef t
search engine but also the interest of the general
public in having access to that information upon a
search relating to the data subject's name. Howgever
that would not be the case if it appeared, for
particular reasons, such as the role played bydag
subject in public life, that the interference witis
fundamental rights is justified by the preponderant
interest of the general public in having, on acdooin

its inclusion in the list of results, access to the
information in questior{Case C- 131/12). The Court
of Justice in this case confirmed the existencegbit

to be forgotten and the right to erasure of unreal,
untrue and detrimental personal data of individuals

Conclusion

The Slovak legal regulation provides for the modern
legal framework of the protection of personal data
with the aim to ensure the respect for fundamental
rights and freedoms in the context of evolving
information and communication technologies and at
the same time enabling the free flow of persong.da

with the new legislation. On the basis of the coade

it was pointed out that the processed personal data
should be correct and updated as the case malde; t
adequate and effective measures have to be taken th
the personal data, that are incorrect from thetpafiin
view of the purpose for which they are processed,
would be erased or corrected without any delay.
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for the services of modern digital economy. The
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respective measures that are in accordance with the
European requirements. On the basis of concrets, fac
we have pointed out that the Slovak legal regutatio
provides the adequate protection for the rights of
individuals against unauthorised interference with
their private life. The provisions of the Law oreth
Protection of Personal Data that regulate the atacr
protection of individuals have been identified. We
have pointed out the fact that it is necessarypiya
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the principle of legality and legitimity in the grest lawful, fair and transparent in relation to the
of proper protection of personal data. In another individuals concerned, and only processed for $igeci
words, any processing of personal data must be purposes laid down by law.
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