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Abstract

The paper is focused on the cyber security in Czedilic administration. It deals with the theoreticquestion of
cybercrime, development of emerging trends in geaf the Intranet / Internet and online technadsgithe usage of
new technologies and systems that are the drivimgef behind the ever-increasing threats in IT. Heaystems,
intelligent energy, but also the whole conceptCaéch e-Government currently pose a cyber-secusly In the
introduction of the paper are described the legahdards in the CR and the basic document enstihi@gyber security
in the CR. Cyber security law, national cyber ségwstrategy, the establishment of a National cenfecyber security
and others are concrete steps to ensure or mitigjaieats in the form of cybercrime. Despite allshectivities there
are repeatedly documented the security incidentS iriThere are many different types of attacks, ligteof specific
cases are documented in the paper. Current steishow continuing trend of threats. The paper ties to analyze
the trend of increasing efforts to ensure cybeusgcon the one hand and on the other hand thevgrg trend in the
number of incidents and the growing threat of cghiare.
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Introduction Government and security structures of foreign
countries, organized crime, hacker organizatidmeyt
all make the Internet in the middle of the second
decade of the 21st century the equivalent of the wa
no man's land. It is a land where everything isvedid
and where the term of ultimate success justifigs an

actions (Fair, 2015; Henson, Reyns and Fisher, 2011
The aim of the presented paper is to evaluate the

As is clear from the reports on the state of cyber
security in the Czech Republic from 2014 (NBU,
2016) issued by the National Cyber Security Center
(NCKB), the opening of NCKB as a part of the
National Security Agency (NSA) and the adoption of
the Act no. 181/2014 Coll., On cybersecurity

(ParlamentCR, 2014), these events were the two most
significant events of the year 2014 in securing the
cyber security in the Czech Republic (CR). The Gzec

Republic will be faced in the coming years by many
cyber security risks and threats and the national

current security trends in information crime in the
Czech Republic and to evaluate the time series of
security incidents and to determine the futurensestie

of incidents.

networks and systems must by always stable andj cyper Security in the Czech Republic

secure, as stated in the preamble of the key datume
of the Czech Republic called the National Stratiegy
Cyber Security of the Czech Republic for the period
2015 - 2020 (NCKB, 2014). According to this
Strategy the significant risks are cyber espionage
(whether industrial, military, political or others@)
which is increasingly supported directly by
governments, or the security structure of a pdeicu
state, than the organized crime in cyberspace,
hacktivismus (hacking for political purposes),
intentional disinformation in order to achieve the
political and military objectives, or in the fututke
cyber terrorism.

NSA, as the main guarantor of cybersecurity of
Czech Republic clearly recognizes the growth
dynamics of threats coming from the gray zone.

Cyber security becomes steadily in importance and
nowadays it is one of the defining aspects of the
security environment of the CR. Specifically, teem
“cyber security” represents in the CR the summadry o
organizational, political, legal, technical and
educational measures and instruments designed to
ensure the secure, protected and durable cyberspace
the CR, both for public and private sector and the
general Czech public (Boraska, 2015). Cyber
security helps to identify, evaluate and addressatis
in cyberspace, to reduce cyber risks and to elitaina
the impact of cyber-attacks, cyber-crime, cyber
terrorism and cyber espionage in the sense of
strengthening the confidentiality, integrity and
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availability of data, systems and other elements of
information and communication infrastructure.

1.1 Organizational and conceptual ensuring of cybe
security in the CR

The coordinator and the national authority in the
area of Czech cyber security is the NSA established
2011. The part of its activities was the openinghaf
National Cyber Security Center CERT (Computer
Emergency Response Team) in 2011 in Brno. This
organization has a crucial role in addressing cyber
security in the CR. NCKB represents an
organizational component of the NSA and consists of
government CERT (GovCERT.CZ) and the
Department of theoretical support for education and
research (OTPVV). The mission of GovCERT.CZ is
to monitor current trends in cyber security. It
addresses technical issues of cyber security iimgjud
solving of security incidents of subjects that ngma
important communications and information systems
for the government, then the malware analysis,
collection and evaluation of information on cyber-

tools, capabilities and legislative/strategy frarogkv

to ensure cyber security) addresses the issuebafr cy
security more comprehensively and systematicatly. |
currently serves as the default document for the
creation of related legislation, policies and stadd,
guidelines and other recommendations in the area of
protection and cyber security of the country.

1.2 Cybercrime in criminal law

The massive emergence of the Internet and ICT in
general is strongly reflected in criminal law. The
information crime is understood as crime that is
committed in an environment of information
technologies, including computer networks. The
object of attacks is the area of information
technologies or this crime is committed with
significant use of information technologies as ange
for its commission. It is therefore the definitiohthe
offenses, which include a common factor describing
the method of committing. At present it is mainly
about the abuse of the global computer network
Internet (Kuch#k, 2014; Choi and Lee, 2017), and

attacks and threats and so on. GovCERT.CZ performsthe person-based forms as phishing, hacking and

tasks such as ensuring the prevention of cybeathre
and attacks against crucial information infrastuoet

malware (Reyns, 2015).
The basic international document which is dealing

operators and public authorities and ensuring and with criminal liability for acts committed in the

coordination of solutions of cyber security incitken
of crucial information infrastructure operators and
public authorities (CSIRT, 2015).

NSA took over after his predecessor in this post
(Ministry of Interior) the cyber security strategf/the
Czech Republic. The National Cyber Security

context of cyberspace is the Convention on
Cybercrime, the Act no. 104/2013 Coll. (Parlament
CR, 2013), at the European level it is than the
Directive no. 2013/40 /EC on attacks against
information systems (European Parliament and
Council, 2013), which is directly based on the

Strategy of the Czech Republic is a document that Convention. In the Convention are recognized three

declares the core values, interests, attitudesitiomb
and tools of the CR to safeguard the security and
formulates the principles on which the securityigol

of the CR was founded. In this strategy are defined
vital, strategic and other important interests B, the
security environment of the CR as well as described
the security system of the CR. Security Strategheas
basic document of the Security Policy of the CR. In
the text is on the general level stressed alsa@yber
security. This strategy then builds sub-strategied
concepts. As part of ensuring cyber security aee th
most important two major follow-up
strategies/concepts (Bagge andcékda 2014). It's
"White Paper on Defense" (ParlamefiR, 2011),

types of offenses related to cybercrime. The tyges

are offenses against the confidentiality, integatyd
availability of computer data and systems. These ar
reflected in the Czech law in § 230 and 231 of the
Criminal Code (Parlamer@R, 2009). These include
unauthorized access to computer systems (hacking),
interception (monitoring of communication at a time
when runs) and data interference and system
interference (changes, damage). Crimes are also
production, provision or disclosure of viruses and
other devices (whether hardware or software), eceat
to gain unauthorized access to a computer system or
electronic communications network. The second area
of crimes described in Convention is the forgerg an

which defines in the area of cyber defense the main fraud. The third area is focused directly on the

tasks of the Ministry of Defense and the national
"Strategy for Cyber Security in the Czech Republic
for 2012 - 2015", which was from 1. 1. 2015 repthce
by the "National Strategy for Cyber Security foe th
period 2015 - 2020". The new strategy compared to
the previous version (which operated more in the
broader contours and tried to build mainly the dasi

contents of communications. Specifically states the
production and distribution of child pornographydan
impairment of intellectual property right (piracy).
Piracy is an only offense related to the conteicty

is namely given in the Convention beyond child
pornography, which negative effects and the needs t
combat are indubitable (Hladk& and Fousek, 2014).
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Cybercrime is often investigates through traffic content of this strategy is a comprehensive packége
and location data that are compulsory by law stored measures aimed at achieving the highest levellodrcy
by telecommunications operators - 8 97 of the security in the CR and for this purpose the strateg
Electronic Communications Act (ParlamerftR, defines the vision of the CR in this area. At thens
2005) and are provided to investigators that can time, the strategy identifies the basic principleat
determine which web sites were accessed by thethe CR is going to follow and abide in ensuring of
suspected person, with whom he communicated andcyber security. The strategy also defines the fipeci
where was his physical location. In order to ensure challenges and problems in the field of cyber sgcur
successfully detection of cybercrime and to be both for the CR and for the international environine
pursued it is required the intensive international in which the CR is located and to that it has tefa

cooperation. The bodies of criminal justice of  The main part of the Strategy is presented by the
different countries help each other in both sitr@i  major goals which are to be achieved in the coming
of collecting of evidence and the detention and five years and which are divided into 8 prioritgas:

subgequent extradition of persohs. , « Ensuring of the effectiveness and strengthening of
Since 1. 1. 2015 has been in the CR applied Act  giryctures, processes and cooperation with the
no. 181 Coll., On cybersecurity (ZOKB). ZOKB is a ensuring of cyber security

major step in the Czech legislation, leading tcatge . . .
safety in the digital environment of state instins Active international cooperation
and companies. The Act significantly increases the * Protection of National Kl and VIS
safety standard and availability of services th@& a « Cooperation with the private sector
provided to citizens in cyberspace (Kratky, 2014).

ZOKB establishes rules especially for those subject Research —and  Development /  Consumer

. . Confidence
whose systems, networks and services are cruaial fo _ _ _
the functioning of the state or the informationisog * Support for education, awareness and information
These are so called crucial information infrastuues, society development

as well as significant information systems that are « Promoting of the development of skills of the

managed by public authorities. The disruption of Czech police to investigate and prosecute the

information security of these infrastructures could cyber-crime

endanger or severely limit the activity of public

administration. These bodies are obligated by &ne |

to provide systems for detecting cyber securityneve and implementation of European and international

and incidents. Information security breaches in the rules.

operating systems must be reported to governmental _ _

centre CERT (Kniewald, 2014). The Strategy is foIIovyed by the Action Plan of the

. . . . _ National Cyber Security Strategy of the Czech

A crucial step in the implementation of technical Republic for the period 2015 - 2020, where are

measures of ZOKB was to build and launch of the : e e :
defined specific steps, responsibilities, deadlifaas
Control Center of eGovernment (DCeGOV) to ensure implementation and control.

cyber safety oversight - Security Operation Cefder _ o
Continuous Reliability (SOCCRY), enabling Regarding the structure and the organization of the
monitoring of communication and information text_in Strategy there are first !ntroduced thécwis of
systems within the critical information infrastrug CR in the area of cyber security over the timefraine
and the significant Information Systems. To the the Strategy (2015 -2020) and subsequently there a
Control Center on eGovernment as from 1 January defined the basic prm_cuo_les which are folloyved to
2016 are gradually linked information systems in ©nsure the cyber security in the Czech Republic:
accordance with the timetable set by law. * Protection of human rights and fundamental
freedoms and democratic principles of the state

1.3 National Strategy for Cyber Security of the@z ¢ Comprehensive approach to cyber security based

Legislation on cyber security (establishing of the
legal framework). Participation on the formulation

Republic for the period 2015 - 2020 on the principle of subsidiarity and cooperation
e Building of the trust and cooperation between the
The director of the NSA submitted to the public and private sector and civil society

government of the CR for approval the new National * Development of capacities for ensuring cyber
Strategy on Cyber Security of the Czech Republic fo security.

the period 2015 to 2020 on the 16. 2. 2015. The  This first general part is followed by a chapter on
approved strategy is based on the original strategy  specific challenges in the field of cyber seculitth
cyber security for the period 2012 to 2015. The for the CR and for the international environment
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where the CR is located. Finally are presented the

strategic objectives that are facing these chadleng
and these are the basis for the Action Plan foreCyb
Security of the Czech Republic for the period 26415
2020. In the strategy, there are defined 19 chgdlen
that were identified as crucial in the CR. Thesethe
issues and trends that are for the CR and itseoiiz

actual, and must by responded (by determining the

main objectives and actions in the Action Plan).
2. Materials and Methods

The analysis of actual security incidents and the

number of incidents is based on the annual reports

from the years 2011 - 2015 published by the Migistr
of Interior of the CR (MR, 2015), that describe the
information criminality. Other sources of analyar®
monthly reports of security incidents that are
published by NCKB, for 2014 - 2015. The research

—
_ Y
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Then was performed the trend analysis. Using
graphical analysis was verified the linear charaofe
the trend curve and were estimated the parameters o
the curve by the method of the least squares, see
formula 6 and 7:
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After that was determined the trend functirand
the estimate of the year 2016.

To evaluate the current security trends were
observed and mapped current and emerging trends in
online networking technologies that have an impact

results are determined by the usage of time serieson the public administration. The analysis was Base

analysis and trend analysis.

Absolute growth was determined based on the
formula 1:

'&fz El'rg - J'rg—j
wheret = 2,3,...,n.

Relative growth was determined based on the
formula 2:
Vi~ Vi

¥eoa

5,

wheret = 2,3,...,n.

Growth coefficients were determined based on the
formula 3:

I, = %
Yimr

wheret = 2,3,...,n

Average absolute growth was determined based on

the formula 4:

Average growth coefficient of time series was
determined from the formula 5:

on sources of reputable companies such as Gartner
(Gartner, 2015), or IEEE Computer Society (IEEE,
2015). There was performed the systematization of
individual trends, their understanding in the berad
context and subsequent the categorization and
selection of key trends with respect to public
administration.

3. Outputs of the research

The outputs of research are twofold. In section 3.1
are presented results of the analysis of currenirig
trends in public administration, section 3.2 camgai
the outputs of trend analysis and time series aigly
of security incidents in 2011 - 2015.

3.1 Assessment of current security trends in publi
administration

Based on the content analysis of data of reputable
companies (Gartner, 2015; IEEE, 2015) were
systematized current security trends and identifed
key trends with regard to public administration and
was done their categorization in tab. 1.
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Table 1Categorization of key security trends in public adhistration

1. Increasing volumes of data (Big Data) and the issuef governance and security of such amount of
data

Big Data, thus generating datasets, which both ¢exity and volumes are growing exponentially, asaly
archiving and sharing is one of the great challengéthe 2% century. Protection and data security is very
important for the CR, especially those that areadten of public interest. In public and private teeds growing
amount of data with which is worked and that ihnécessary to continue to store. Therefore theyrbemase new
forms of data storage, for example cloud storagerebsed use of these online services and clowdgves, often
leads to non-transparent security solution whosdibility is at least questionable.

2. Diversity of mobile devices ("bring your own devicé (BYOD))
Significant internal threat is a worrying trend grbwing acceptance of model "bring your own devi(@YOD).
Cybercriminals Increasingly, this trend will use penetrate into target companies (initially infgmtrsonal
employees devices who did not implement strict sgcmeasures, and then through them puts Trojasenhthat
infects the network). Policies on the use of hamdvwawned by employees must be thoroughly examindgwahere
necessary, updated and expanded.

3. Security and privacy of cloud
Attacks on cloud services are gaining strengtlis éxpected a great breach of security in the cliouthe near
future. At present, according to IBM three-quarteirs security breach last for days, weeks or ewenths beforg
they were discovered, and thus greatly increasddheage attackers.

4. Need for tracking the movement of data within the oganization
Behavioral analysis technologies enable enterp(s@m®panies, institutions) to monitor users witbtémpanies and
end users. That may bring to them the warning abaapicious behavior that could be data theft tacks by
malicious software.

5. Attacks to destroy
Some ideologically profiled hacktivist group upheldat they will continue to try to destructiveaatks against the
interests of certain companies or public institogio

6. Safety risks associated with computerization of puiz administration (eGovernment)

E.g. electronic procurement process will entail nesks that may threaten the credibility of the qanement
procedure and safety risks associated with thetfattelectronic tools for procurement are conreetdethe public
network.

17

Source: Own elaboration based on data from rep@aoimpanies (Gartner, 2015; IEEE, 2015).

3.2 Trends in cyber-crime was the increase of detection of crimes involving t
unauthorized data manipulation. In 2015 the major
trend was swindling - it was investigated 2,915esas

Cyber-crime trends were drawn from the annual of fraud in the information technology and espédgial

reports published between 2011 and 2016, which are o )
published annually by the Ministry of the Interior, t2hoelllnternet, which is an increase of 19% compéued
Department of Security Policy. Each report on the ' _

situation in the field of internal security and fiab Regarding the number of cases for 2010 have not
order in the Czech Republic in 2011 (till 2016) been published. In 2011, the Czech Police registare
describes, among others information crime and cyber total of 1,502 crimes committed by the Internet or
security for the previous year, i.e. for the per2fd0 other computer networks. In 2012 it was 2,195 (1693
to 2015. Except to 2010 year there are in all spor +46.1%) crimes and in 2013 was registered 3108
the quantified data about information crime. In the (+913, +41.6%) crimes. In 2014, information crime
years 2010 and 2011 were the most common Was still rising an_d was dealt with 4,348 case24€1
manifestations of this crime identical, and ranked * 40%).In 2015 it was 5023 cases (+675, +16 %). Fo
among them in particular, copyright violations, the the year 2016 the data are not published, so thity w
spread of extremist and terrorist propaganda, b€ estlm_att_ed. In_the ta_Lb. 2 are summarized the
disseminating of prohibited pornography, fraudulent chara(_:tenstlcs of time series. The number of cpees
conduct, threats, blackmail, scaremongering, slande yeéar increased by an average of 35.2% (average
and attacks on information systems and data. I2201 9rowth coefficient of time series), which in abselu
was added stalking. In 2013 and 2014 were bothtabou t€rms represents an average annual increase of 880
copyright violations, threats, extortion and swing) cases (average absolute growth).

where is monitored steady growth. Also noticeable
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Table 2. Characteristics of time series

year number of incidents absolute growth relative gowth growth coefficient
2011 1502 - - -
2012 2195 693 0.461385 1.461385
2013 3108 913 0.415945 1.415945
2014 4348 1240 0.39897 1.39897
2015 5023 675 0.155244 1.155244

Source: Own elaboration based on data from the ahreports of the M¢R (2011-2015)

Although relatively few observations are available, see graph 1. The parameleis 919.5, parametdx, is
it is obvious from the graphical record that thentt 476.7. The trend function i§=476.7+919.5t the
line will be a regression line. estimate is 5993.7.

Linear trend Iline with a coefficient of
determination of 0.99 estimated 5,994 cases in 2016

Fig. 2 Trend in cyber-crime in the years 2011-2015
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Source: Own elaboration based on data from the ahreports of the Ministry of the Interior (2011-2%).

In addition to the data monitored by the Ministry monitored number of requests and in report from4201
of Interior has been also compiled data of cyber and 2015 also the numbers of incident reportshén t
incident from NCKB, for the years 2013 to 2016. It monthly published bulletin Security incidents there
was based partly on annual reports - Report on the are described individual incidents in a given menth
state of cyber security in the Czech Republic, see Fig. 2. The amount of incidents for 2014 is, 616
available for 2013, 2014 and 2015 (NBU, 2016), and for 2015 it is 770 incidents and for 2016 it's 8&lp
partly on monthly statements published in the bulle  to polynomial functions of 4th order with
- Security incidents, available for the years 2015 satisfactorily coefficient of determination of 0.55
and 2016 (NCKB, 2016). In annual reports is reveals a slightly increasing trend for the future.
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Fig. 2 Trend of security incidents in the years 2062016
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Source: Own elaboration based on data from secimitidents NCKB (2014-2016).

4. Discussion of the achieved results

As shown by the analysis of trends in cybercrime
and security risks in the future it is expected thith
the increase in the number of devices using compute
technology and their network interconnection itlwil
increase the possibility of abuse. It is documerted
works of other authors on international level, that
identified computer crime as a primary threat to
computer systems, users, and organizations (Lu,et a
2010 or Leukfeldt et al., 2017). At the same time w
can expect an increase in the sophistication atkdt
To sum up, in the future, are to be feared of
significant attacks and because of dissemination of
advanced technologies it will be able to cause much

and processes, as shown NCKB (2014). This is
suggested by the fact that the number of cybeckdta

is increasing steadily. From own analysis of caxfes
Internet crime revealed that the most prominent
manifestations of cybercrimes include swindling and
embezzlement, forgery, defamation and electronic
vengeance, hoaxes, warez, system penetrations, a
computer bank robbery (Phishing, Pharming, IP
spoofing). This is confirmed by studies of other
authors; see Bagge andcRa (2014), Shamsi et al.
(2016). At this point it should be noted that the
obligation to report cyber-attacks by law (ZOKB) is
mandatory and for non-compliance are applied fines
(ParlamentR, 2014).

Protection and security of data for the Czech

more damage. This corresponds to researches ofRepublic is very important, especially those thata

experts in this field who predict the risk of "cybe
wars", the conflict led through a computer network;
see Singer and Friedman (2014), Kaiser (2015),
Arquilla and Ronfeldt (1993). This may be conducted
by individual states or by their security agendies
this context, e.g. attack in Estonia was attributethe
test of potency of "cyber weapons" of NATO). From
this perspective, there is a real possibility cfirailar
attack as well as in the Czech Republic, as higteig
Herzog (2011). NSA itself in the National Strategy
2015 - 2020 notes a lack of public confidence & th
state and its security apparatuses. Not very pesiti
NSA view the e-government, whose services and
applications to citizens and to private enterprises
indicates as considerable cyber security risks.

Czech Republic for its security use technology
used by other countries. Therefore, CR can be derve
to attackers as a test object before the attackllims
or other countries with greater strategic imporéanc
using the same technology and security mechanisms

matter of public interest. In public and privatetee
growing amount of data with which to work that is
needed to continue stored. Therefore they began to
use new forms of data storage, for example cloud
storage. Increased use of the online cloud services
often leads to non-transparent security solutionseh
credibility is at least questionable, as stated BCK
(2014). But it is also essential for every citizeruse
online crime prevention behaviors (Reyns, Randa and
Henson, 2017).

Conclusion

Ensuring cyber security of the state is one of the
key challenges of our time. Dependence of publit an
private sector on information and communications
technologies is becoming apparent. Sharing and
protection of information is nowadays essential to
protect the interests of the state and its citizarthe
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area of security and the economy. While the general environments. Czech Republic as a modern Central

public is most concerned about financial losseloss
of their data and misuse of personal data, théyedHl
the whole issue of cyber security is much largeskR

European country and active member of the European
Union, NATO, the United Nations and other
international organizations, will be to aspire et

currently represent not only a very frequent cyber- coming years to leading positions in the field pher

attacks carried out in order e.g. economic benédits

security, and both within their region and througiho

also security breaches and network integrity caused Europe.

unintentionally, e.g. by human error, natural dises

and the like. The State must therefore be able to

provide an effective response to all current aridréu

challenges in an ever-changing cyber threats, which
may come from dynamically evolving cyberspace and

thus guarantee secure and reliable cyberspace.

The strategy of the national cyber security of GR i
a fundamental change in the approach to the fight t

preserve the Czech cyber security information
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